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INTRODUCTION

Nearly every day there are many unpublicised disasters, man-made and natural, which
devastate both private and public sector business units. Where the disruption affects critical
business procedures, the consequences can be severe and include substantial financial
loss, an inability to achieve levels of service laid down in Citizen's Charters, embarrassment
and loss of credibility or goodwill for the organisation concerned. The consequential damage
can have a much wider impact on staff welfare and the general public. The benefit therefore
of having a recovery plan that can be implemented with the minimum delay, will significantly
reduce the level of disruption to the District Council of Kimba and should ensure the rapid
resumption of services to the public.

The aim of the plan is to ensure Council is able to change its mode of operations to ensure
business continuity. Such capacity enables management to focus on stabilizing the situation
and maintaining and resuming critical functions while planning towards eventual restoration
of full operations.

This plan outlines the actions required by the Council Management assisted by selected
support staff. However, each work area should have a plan for their area. The area plans
should cover all aspects of their own service delivery.

The plan assumes a worst-case scenario in which critical information systems and resources
are destroyed by fire, other natural events, or by unauthorised entrants committing acts of
destruction, theft or sabotage that prevent key service delivery functions being undertaken.

It is assumed that the District Council of Kimba policy as it applies to records management,
file management, computer security in general and virus protection in particular, is being
applied in all offices. Similarly, it also assumes that fire prevention, physical security and
health and safety at work standards are also being applied.

It assumes that inventories of hard/software, other business systems and major items of
equipment are maintained by each area.

This plan is designed to be used by all staff involved in the recovery process, and in
particular the BCMT and the Recovery Teams from the various departments. The plan
outlines the recovery process in detail and is generic to the Councils Office and Depot.

SECTION 1 - OBJECTIVES

The objective of this plan is to ensure that the critical functions located at the Council Office
and Depot are reinstated as soon as possible, ensuring an unbroken level of front line
services, whilst full restoration is planned for and implemented. Primary objectives are to:

e undertake risk management assessment

e define and prioritise critical business functions

e detail immediate response to a critical incident

e detall strategies and actions to be taken to enable ongoing business functionality

e review and update this plan on a regular basis.
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SECTION 4 — INCIDENT RESPONSE

INCIDENT RESPONSE PLAN

In the event of a major incident resulting in the loss of all or some of the critical functions,
the Business Continuity Management Team (BCMT) will assemble, accompanied by
departmental representatives as appropriate, affected by the incident. The BCMT will
remain in operation for the duration of the emergency situation. The BCMT will have full
authority to declare a disaster situation, and have the authority to decide which elements
of the recovery plan should be invoked. The BCMT will be responsible for the overall
management, co-ordination, control, and monitoring of the disaster situation and for the
disaster recovery actions outlined within the Business Continuity Plan.

PLAN ACTIVATION

Out of hours the plan will be activated by the BCMT leader on receipt of information of
the incident requiring action.

During office hours normal emergency procedures will be followed and the immediate
situation managed by the Manager of the area affected. He/she will then contact the
Business Continuity Management Team leader.

If not already on site the BCMT leader contacted will make his/her way to the scene in
order to make an initial evaluation of the extent of the emergency. The other members of
the BCMT will be placed on standby at this stage. Depending on the level of emergency,
the BCMT leader will either take no further action or will initiate full activation.

All BCMT members will alert and deploy the supporting members of their respective
functional groups in accordance with this plan.

BUSINESS CONTINUITY MANAGEMENT TEAM

ROLE DESIGNATED EMPLOYEE & CONTACT NO

Chief Executive Officer (Team Leader) | Debra Larwood 0427 102 535
Manager Corporate Services

Works Manager Michael Inglis 0428 515 002
BCMT OBJECTIVES

1. Evaluating the extent of the damage and the potential consequences.

2. Implementing measures to prevent loss or damage to life, property and resources
and making the site secure and safe.

Authorising recovery procedures in order to provide an operational service to
staff and clients.

Disseminating information to the public through the news media.

Ordering and acquiring replacement equipment where so authorised.

Keeping control of expenditure arising out of recovery operations.

Organising the return to normality once the emergency period has passed.

w

No ok
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IMMEDIATE RESPONSE CHECKLIST

INCIDENT RESPONSE ACTIONS TAKEN TIME INITIALS

Immediate action:
e assess the severity of the incident

e evacuated the site & account for
everyone if necessary

¢ identify any injuries to persons

e contact Emergency Services

e implement your Business
Continuity Plan?

e Activate Business Continuity Plan
Team

e gain more information as a
priority

e brief team members on incident

¢ allocate specific roles and
responsibilities

¢ identify any damage

e identify critical activities that have
been disrupted

e keep key stakeholders/staff
informed

e comply with any
regulatory/compliance
requirements (contact SafeWork
SA if applicable)

¢ initiate communication response

* make assessment of damage
done and site security

e advised Local Government Risk
Services?

e make a preliminary (verbal)
report to stake holders

OO0 00 0 | 00000000000 o

Page | 11

W:\Council Documents GDS20 Feb.2012\18. STRATEGIC MANAGEMENT\18.80.01 Business Continuitv Plan\Business Continuity Plan 2019.doc



ROLES AND RESPONSIBILITIES

DESIGNATED EMPLOYEES

Chief Executive Officer (Team Leader) | Debra Larwood 0427 102 535

Emergency Responsibilities: In the event of the absence of the CEQO all duties will be
undertaken by the Manager Corporate Services or alternatively the Works Manager.
Actions are to be undertaken in consultation with Local Government Risk Services

Representative.
Duties may be delegated and assistance obtained from other personnel when required.
Immediate Action:

Depending on the information received, the (Business Continuity Management Team Leader)
will arrange for the following actions to be taken:

e Place other members of the team on standby and/or instruct them to move to the site;

e Move to the impacted site, make an assessment, utilising other key stakeholders if
required;

e  Open Immediate Response Checklist;

e Advise Local Government Risk Services;

e Make a preliminary (verbal) report to senior management and council

The Team Leader will then call for an initial meeting of the BCMT with the following
objectives:

¢ To define the problem, the extent of disruption, its consequences and the probable
implications for the foreseeable future.

e To select a specified location as an operations centre.
e To agree each team member’s objectives for the following three hours.
e To set up a second meeting for three hours later with Senior Management and council

The Team Leader will then make a second, more detailed report to senior management on
actions being taken, future intentions and help required.

Next Three Hours:
Establish the operations centre either on or off site

Use the centre as the main point of contact for the emergency services, public utilities, senior
management, staff, clients and Insurance Officer.

After consultation with the BCMT Team, assess the effect of the incident on critical business
functions and start planning the order of their reinstatement in accordance with pre-planned
priorities.

Issue announcements to staff, clients and the media.

The Team Leader may (if applicable) chair a second meeting of the BCMT team after three
hours with the following objectives:

e to receive initial reports;

e to agree objectives for the next 24 hours;
e to establish staff rotas;

e to set up a third meeting for 24 hours later.

Page | 12
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Consideration to be given to the following in the next 24hrs:

EITHER plan the re-allocation of office space on site in accordance with area priorities
identified in Part 2 of the plan OR plan to move to an alternative site. Consider the following
points:

e the removal of vital documents from the disaster site and

e subsequent storage;

e the removal of re-usable equipment from the disaster site and
e subsequent storage;

e space requirement for critical business functions;

e welfare arrangements for staff.

e liaise with staff to make an initial assessment with replenishing damaged office
furniture, fittings, equipment & supplies.

e Hold a third meeting after 24 hours to finalise plans and/or monitor progress.
Keep staff, clients and communications/ news media regularly updated.

Next Month:

Maintain liaison with the Insurance Officer.

Monitor the programme for the delivery of supplies to the disaster/alternative site.
Co-ordinate interim and/or final report drafting.

Monitor overall progress on a regular basis.

Monitor the reinstatement of functions in order of priority and the consequent effects on
service delivery.

DESIGNATED EMPLOYEES

Manager Corporate Services

Emergency Responsibilities: In the event of the absence of the Manager Corporate
Services, all duties will be undertaken by the CEO or alternatively the WHS Senior
Administration Officer.

Actions are to be undertaken in consultation with Local Government Risk Services

Representative.
Duties may be delegated and assistance obtained from other personnel when required.
Immediate Action:

Assist Chief Executive Officer (Team Leader) as requested and required.
Next Three Hours:

Assess the impact on the telephone network and make contact with appropriate staff and
agencies required to reinstate networks.

Contact IT Operational Contractor and alert them to possible action.
Take over the Immediate Response Checklist from the Team Leader.

Liaise with area IT Contractor to assess the impact on IT hard/software, peripherals and
network installations:

e decide what is rein-statable using in-house resources;
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e which equipment will require external services for reinstatement;

e plan and implement the initial in-house deployment of supporting staff;

e alert staff and suppliers of the increasing demands to be made on them.
Start and maintain a record of financial expenditure and collate information as may be
required by the Insurance Officer. General Ledger Account No. 10 2035 “Emergency Costing”
has been set up for costs incurred in the event of an emergency.

Next 24 Hours:
Continue to maintain Immediate Response Checklist.

Finalise telecommunications services to the required site(s).

Start and maintain a record of financial expenditure and collate information as may be
required by the Insurance Officer. General Ledger Account No. 10 2035 “Emergency Costing”
has been set up for costs incurred in the event of an emergency.

Next Month:
Continue internal and external announcements as necessary and the record of events.
Continue to keep financial records.

Ensure that the telecommunications network is tested and operates. Continue to provide
support/re-configuration to departments when required.

Monitor the programme for the installation and back-up of IT networks, hard/software and
peripherals in the agreed order of priority.

Staff Welfare Issues — Look at psychological issues and welfare of staff and implement
necessary actions i.e. counselling through Whyalla Counselling Services.

DESIGNATED EMPLOYEES

Works Manager Michael Inglis 0428 515 002

Emergency Responsibilities: In the absence of the Works Manager all duties will be
undertaken by the Senior Workshop Mechanic or the next officer in line (Road or Town
Supervisor).

Actions are to be undertaken in consultation with Local Government Risk Services
Representative.

Duties may be delegated and assistance obtained from other personnel when required.

Immediate Action:

Assist Chief Executive Officer (Team Leader) as requested and required.
Next Three Hours:

Liaise with Emergency Services and make arrangements to make the site secure
Undertake a site inspection with key staff to assess. Main points:

e Who can use the site immediately

e Who can use the site after cosmetic attention

e \When can staff re-occupy the site
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e Decide outline strategy for re-occupation of and/or re-deployment to an alternative
site.

Next 24 Hours:

Liaise with areas and make an initial assessment about the replenishment of damaged
furniture, fittings, equipment and supplies. Alert staff and suppliers of the likely demands on
them.

Check on measures being taken for disaster site safety and security
Implement salvage plan and arrange temporary storage as necessary.

Work with key stakeholders to reinstate critical business functions in priority order whether
on-site or at alternative premises. Brief staff accordingly.

Agree essential installation schedules of council services with suppliers at either the disaster
site or alternative site.

Next Month:

Monitor the installation/repair of essential services to the disaster site/alternative site
(electricity, heating, lighting, water, air conditioning, fire detection, alarm systems, access,
control systems, telephones).

Continue removal and re-deployment of salvaged items from the disaster site.
Monitor measures being taken for disaster site safety and security.

Staff Welfare Issues — Look at psychological issues and welfare of staff and implement
necessary actions i.e. counselling through Whyalla Counselling Services.

DESIGNATED EMPLOYEES

| All Other Staff

All staff may be required to assist Senior Management and the Emergency Services in an
emergency situation.
Duties will be designated as required and dependent upon the circumstances.

EVACUATION PROCEDURES

Evacuation Diagrams are located strategically at both the Office and Depot Buildings.
Evacuation Plans and Procedures are in place, with testing of these systems undertaken
routinely.

EMERGENCY KIT

In the event there is damage to the building or if it must be evacuated and operations
need to be moved to an alternative location, the emergency kit is readily available to be
picked-up and quickly and easily carried off-site by the relevant workplace warden. It is
the wardens responsibility to ensure the Emergency Kit is checked on a regular basis
and kept in good working order.

Iltems included in the kit are:

Page | 15

W:\Council Documents GDS20 Feb.2012\18. STRATEGIC MANAGEMENT\18.80.01 Business Continuitv Plan\Business Continuity Plan 2019.doc




Documents:
e Business Continuity Plan — Councils plan to recover organisation in the
event of a critical incident.
e Emergency Management Plan including evacuation plan.
e Evacuation Diagram including location of electricity & water shut off points.

Equipment:

Torch and spare batteries.

General stationery (pens, paper, etc).
Warden & First Aid officer caps

First Aid kit

STAFF CONTACT DETAILS

NAME CONTACT No

ADMINISTRATION STAFF

Deb Laoo 042 77”
Deb Kemp 0427 278 071
Shylie Harris 0429 431 864
Keely Westhoff 0458 931 664
Kate Francis 0428 272 173
Emily Maxwell 0447 752 601

Michael Inglis 0428 515 002

Michael Kemp 0418 799 320
Shane Harris 0488 971 242
Tony Larwood 0458 638 797
Peter Adler 0429 531 902
Rodney Fiegert 0457 767 666
Justin Phillips 0429 806 647
Brenton O’'Donohue 0419 277 241
Shannon Matthews 0433 634 925
Tyson Seal 0427 367 434
Todd Brand 0417 727 594
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INCIDENT RECOVERY CHECKLIST

INCIDENT RECOVERY \/ ACTIONS TIME INITIALS

Now that the crisis is over have you:

e refocused efforts towards D
recovery?
e deactivated staff members and D

resources as necessary?

e continued to gather information
about the situation as if effects
you?

U

e assessed your current financial
position?

e reviewed cash requirements to
restore operations?

e contacted your insurance
broker/company?

e developed financial goals and
timeframes for recovery?

o kept staff informed?

e Kkept key stakeholders informed?

¢ identified information requirements
and sourced the information?

e set priorities and recovery
options?

o0 0|00 00 00O

e updated the Recovery Plan?

e captured lessons learnt from your
individual, team and business
recovery?

U
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SECTION 6

Rehearse, Maintain and Review

It is critical that Council rehearses the plan to ensure that it remains relevant and useful. This
will be done as part of a training exercise and is a key factor in the successful
implementation of the plan during an emergency.

Training will be scheduled on an annual basis as part of the Training Plan for all staff

including elected members.

The Business Continuity Plan is to be reviewed and updated on an annual basis to maintain
accuracy and reflect any changes inside or outside the Council. Review dates, including the
change of version number and document alterations will be included in the ‘history’ section

of the Plan.

Consultation with Senior Management & staff will be undertaken & recorded for review&/or

amended of the Business Continuity Plan.

Training schedule

Training Date Training type Comments
Evacuation drill -
Completed 8/02/2017 | Admin & Elected e el e
Members P :
SMT & LGRS review & To review the BCP & keep relevant staff
consultation ?‘rcal; ;:e/evant Sar informed & up to date on requirements relating
11/04/2017 g to document.
2 : DC Kimba Council To ensure DC Kimba Elected Members are
?:/Lgé%é’;?etmg endorsement & aware of the BCP & understand responsibilities
awareness & requirements relating to the document
Completed Evacuation drill — All personnel evacuated and accounted for
29/08/2017 outside staff within acceptable timeframe.
1 : All personnel evacuated & accounted for with
Completed i‘;":ncizaggecgg& acceptable timeframe. Hats not worn by
14/03/2018 T warden, visitor attending Council meeting
confused as to where to go.

: The desktop exercise allowed for areas of
fg)gﬁt;g};s leyieie gfe,jc%?’_dg; il improvement to be identified as well as providing
Completed 4/07/2018 | Kerrish key players with practical understanding of how

2 the BCP is implemented.
Evacuation drill - All personnel evacuated and accounted for
Colimlg/ ] 20 Depot within acceptable timeframe.
DC Kimba Council To ensure DC Kimba Elected Members are
June 2019 endorsement & aware of the BCP & understand responsibilities
awareness & requirements relating to the document.
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Review schedule

Review date Reason for review Changes made
As required New personnel in new | Plan updated to re_flgc? changes to
roles roles and responsibilities
To maintain currency
Annual and compliance with As identified and required
relevant requirements
BCP Senior To ensure Senior Management are
March 2016 Management/WHS aware of and understand
Committee responsibilities and requirements of
Consultation BCP.
fﬂgﬁasi%(;; tHealth & Minor changes due to job roles, update
April 2017 Safet f of recovery contacts, training schedule
Committee/Council Hpaie
BCP Senior Minor changes due to job roles, update
Management/Health & | of recovery contacts, training schedule
seplenier 2018 Safety update. Inclusion of Centrelink
Committee/Council services
. | Changes made to reflect appropriate
July 2019 gf:rc?::kwp SEBnang Job roles for BCMT as per outcomes
form Desktop Scenario

A asimail Raciimants AACIN Eak IN19010 CTDATEAIA AMAARASCAACAITA10 O,
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